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- Security Intelligence, Sep. 25, 2017

Billion-Dollar Security Breach? 

Unpacking the SEC Compromise

LAX ONLINE SECURITY CAN 
DESTROY YOUR BRAND OVERNIGHT

- Entrerpreneur, Oct. 13, 2017

Why Should You Care 
About Data Security?

When you consider personal data such as social security numbers and credit card details, this is an 
obvious question. With access to private data like this, committing acts of fraud is easy. Unfortunately, 
this is a now a part of everyday life: If a computer system exists, it exists to be hacked. Whether the 
perpetrators do it for fun or for monetary gain, those with enough technical know-how and persistence 
can potentially breach any system. No company is invulnerable. 

This eBook does not address the personal data breaches you see in the news, but will focus on business 
security – specifically the theft or loss of design data and CAD data. If your intellectual property (IP) falls 
into the wrong hands, your ideas could be copied, patents could be invalidated before they’ve been filed, 
or worse, your competition could get to market first on the back of all your hard work and innovation. 

Most industrial espionage doesn’t involve the drama of spies and secret agents. Trade secrets are 
divulged all the time, sometimes deliberately and sometimes by accident or negligence.

So how do IP leaks happen and what steps can you take to avoid them? Remember that any data file 
which leaves your computer system either physically (by being copied to a hardware device like a USB 
stick) or by connecting to another computer system (via a server or the internet) is at risk. How risky then 
is cloud storage? After all, Microsoft just revealed that its cloud systems are hit with 1.5 million hacker 
attempts each and every day!

Before we examine cloud security, though, let’s take a step back and remind 
ourselves what the heck the cloud really is.

- Gizmodo, Oct. 10, 2017

Kaspersky Under Scrutiny in New 
Revelations About NSA Security Breach

Deloitte Hack May Have Exposed Data From Major Government Agencies and Companies
- Future Tense / Slate, Oct. 10, 2017

- CBS News, Oct. 12, 2017
IRS suspends contract with Equifax 

after malware discovered

https://securityintelligence.com/news/billion-dollar-security-breach-unpacking-the-sec-compromise/
https://www.entrepreneur.com/article/295149
https://www.youtube.com/watch?v=bh1gzJFVFLc
http://www.eweek.com/security/microsoft-s-cloud-weathers-1.5-million-hack-attempts-each-day
http://www.eweek.com/security/microsoft-s-cloud-weathers-1.5-million-hack-attempts-each-day
https://gizmodo.com/kaspersky-under-scrutiny-in-new-revelations-about-nsa-s-1819192015
http://www.slate.com/blogs/future_tense/2017/10/10/a_deloitte_security_breach_may_have_granted_hackers_access_to_government.html
https://www.cbsnews.com/news/equifax-irs-data-breach-malware-discovered/
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The “cloud” is a computing term that’s been around for many years. 
For those who are familiar with the term, it is synonymous with file 
and photo sharing services such as Dropbox, OneDrive and Google 
Drive. When you use a cloud-storage service like this, you have no 
idea where your files are going or where they’re being stored, but 
that is the beauty of the cloud. It’s about the convenience of being 
able to access “infinite” resources in terms of compute power and 
storage with minimal setup and no IT knowledge. If you can use a 
web browser or a smartphone, you can access the cloud.

Of course, the cloud is not just one thing or entity that everybody 
accesses at the same time. It’s a generic term for computing services 
and storage, hosted and controlled by a third-party provider via the 
internet. Any service you access through a web browser can be 
referred to as the cloud. It doesn’t have to come from a multinational 
corporation with data proliferated across multiple data centers in 
multiple time zones, i.e. services hosted on Amazon Web Services, 
Microsoft Azure or Google Cloud. It could be a small business 
providing a service, hosted from the computer in their server room.

Practically everyone uses the cloud, whether you 
realize it or not. If you’ve ever used online banking or 
a web-based email service, Facebook or Instagram, 
you’re using the cloud. So how secure are these 
services and can they be trusted?

What is This 
“Cloud” Thing 
Anyway?
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How Can The
Cloud Be More 
Secure Than My 
Own Server?

If all of your data is stored on your own personal computer/laptop or 
on your company server in the fireproof server room, then how can 
sending data over the internet be more secure? In the past, top secret 
government agencies relied upon this circle-the-wagons method of 
security. With no external network connections, no USB ports or 
other writable media on any computers, no cameras or cellphones 
permitted on site and strict gatehouse personnel searches, data on 
your computer or server was deemed to be safe. 

But in reality, even these safeguards did not guarantee security. 
Eventually, data needs to leave your safe haven in order to 
communicate with your customers and suppliers. While 
government agencies still employ these tough security measures, 
data communication between agencies and approved suppliers is 
now managed in the cloud.

Every day we hear about nefarious hackers stealing data and planting 
malicious computer viruses. Although these hackers generate much 
of the fears and attention around security breaches, they aren’t the 
only culprit. Unintentional or careless employee leaks can also do a lot 
of damage. Employees take laptops home, store data on removable 
USB drives or send unencrypted confidential information via email. 
It’s easy for computers to become infected with viruses, laptops and 
USB sticks to be lost or stolen, and emails to be intercepted or even 
sent to the wrong recipient. Everyday activities that are necessary to 
run your business can unfortunately leave you vulnerable to many 
potential security threats.  

Your company’s most valuable asset is its intellectual property 
– so enforcing strict data usage and security policies within your 
traditional computer setup is essential. But as long as you continue 
to use data files created with commercially available software, your 
data is at risk no matter what you do. 

Files can be easily read and data easily extracted. 
So perhaps you should consider using the cloud.

http://www.dailymail.co.uk/sciencetech/article-4889092/Amazon-authorized-host-DoD-s-sensitive-data.html
http://news.sky.com/story/heathrow-investigates-after-security-and-anti-terror-data-found-on-usb-stick-11103880
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We Don’t Use 
The Cloud at 
Our Company, 
Do We?

You may not think so, but how many business applications can you 
access using your web browser or smartphone? It is highly likely that 
the sales department uses a service like Salesforce to access the 
customer and prospect information they need at any time and from 
any location. The marketing department may use a platform such as 
HubSpot for web-based campaigns and website traffic monitoring, 
while Human Resources likely manages payroll and benefits online, 
too. Why? Because the setup, administration and deployment of a 
cloud-based solution is so much easier than any previous tools – and 
it’s much cheaper, too.

Let’s take a look at HR, for example. For years, enterprise HR software 
was only viable for companies with large budgets. While these products 
have been database driven, they were on-premise solutions (i.e. hosted 
on your own internal servers). These types of solutions tend to do 
nothing out-of-the-box and require an army of database programmers 
and months (if not years) of custom code writing before the system is 
rolled out. Most companies today cannot afford to do this, especially 
when there are viable, pay-as-you-go systems available online.

The cloud is a win-win situation for both customer and vendor. The 
customer benefits from the convenience and savings of using a cloud 
solution, while the vendor sharply reduces their logistical costs for 
software delivery, tracking, debugging and upgrades. More and more 
companies are now moving all their business systems into the cloud. 
According to Forrester Research, the cloud computing market will grow 
to become a $236 billion industry by 2020. The analysts attribute the 
growth to a faster-than-anticipated demand for Software-as-a-Service 
(SaaS) applications.

So why should your engineering department be left behind? 

https://www.salesforce.com/
https://www.hubspot.com/
https://www.forrester.com/Public+Cloud+Market+Will+Grow+To+236+Billion+In+2020/-/E-PRE9446


Since the inception of computers and CAD, design data has been 
stored in unencrypted files on desktop computer hard drives or 
on servers physically located inside the walls of the building 
where you work. The contents of those design files are 
your intellectual property and the lifeblood of your 
company, so there is a certain amount of resistance 
within engineering departments to store data 
outside the company firewall. 

These concerns are understandable, but are 
clouded by the constant news reports of 
hacking, which focus on the theft of personal 
consumer data. What you don’t hear about is 
the millions of data files being lost or stolen 
from normal businesses every day, because 
it doesn’t affect the general public. This may 
be going on right under your nose and you 
don’t even realize it. 

Desktop systems today are used not only to 
run CAD, but also to read email and browse 
the web. Today’s designers share numerous, 
uncontrolled copies of CAD data with other designers, 
manufacturers and part suppliers. Workstations are 
used by multiple employees and contractors. Laptops travel 
with us wherever we go, frequently connecting to insecure 
networks. 

All these are avenues for viruses, network attacks, data loss and theft of IP.
Hackers breaking into an online system leave a trail, so it’s much easier to discover an attack and 
take steps to prevent it happening again. Files however, have no such protection or tracking. 

Let’s take a look at four common ways that your files can go missing.

4 Ways You Can Lose 
Your CAD Files

https://www.onshape.com/cad-blog/copies-copies-copies
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Every time you send a file to a customer or a supplier via email, 
FTP or even a secure file-sharing service like Dropbox (which 
is secure during transit and storage), you are creating copies. 

Many businesses choose email as their preferred method 
of communication for convenience reasons, but email 
attachments are probably the most insecure of all file-
distribution methods. Once you send a file to your supplier 
for them to manufacture, there are uncontrolled copies 
everywhere. 

First, when your message lands in their inbox (Copy 1), you 
have no idea if their security protocols match your security 
protocols. They may not use firewalls or even password 
protect their computers, so you have no idea how easy it 
would be for someone to hack into their system and access 
their email. To open the attachment, they download it to their 
local computer (Copy 2). They may need to forward it onto a 
colleague (Copy 3) or access the file on the shop floor (Copy 
4). They may want to work on it over the weekend, so they copy 
it to a USB stick (Copy 5) and then copy it to their personal 
PC at home (Copy 6). Copies upon copies upon copies. Even 
if you use FTP or Dropbox, your supplier will still follow the 
process above, so there are no added benefits there.

Never mind the inconvenience of email attachment size limits 
and worrying whether your supplier is using the latest copy 
of the file to make your part. You should worry more about 
where those copies are going. They could be inadvertently 
forwarded to your supplier’s other clients, one of whom could 
be your competitor!  

1 
Sending Files 
to Customers 
or Suppliers 
4 Ways You Can Lose  
Your CAD Files

https://www.digitaltrends.com/computing/can-email-ever-be-secure/
https://www.digitaltrends.com/computing/can-email-ever-be-secure/
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If you use USB sticks, DVD+RW discs (do people still use 
those?) or external hard drives to transfer data to and from 
different computer systems, that’s just as bad as email. In 
fact, add laptops to that list, too. 

Any hardware item used to transfer or transport data outside 
of your company firewall is a big risk. These items can be 
accidently left behind in a public place, easily stolen from 
your car or hotel room, or be destroyed by any number of 
means.

You are also at the mercy of the same file-copying issues that 
arise from using email, FTP or Dropbox. There are ways to 
partially address this (e.g. using VPN to log in to your server 
remotely), but you still need to download files locally to your 
laptop. 

Through no fault of your own, you’ll have multiple uncontrolled 
copies of the same files – all susceptible to theft or loss. In 
addition, without strict version control, you could be working 
on an out-of-date design.

2 
Transferring 
Files Using 
External Media 
4 Ways You Can Lose  
Your CAD Files
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Disgruntled and ex-employees pose one of the biggest risks 
to your security. When employees leave a company, it is not 
always on good terms. Physical and IT security are only 
effective if they are supported with robust procedures, and 
these are very important when employees leave. 

In fact, a survey from Osterman Research discovered that 
69% of employees use a personal account for a file-sharing 
service like Dropbox to store sensitive company data, and 89% 
of employees retain login details for at least one company 
system after leaving (and still have access to that Dropbox 
account). Of those respondents, 6% admitted to sharing that 
data with their new employer or others – a  sobering thought! 

There is also the risk of ex-employees maliciously deleting 
files from company servers before they leave, especially since 
there is no tracking or logging of this kind of activity.

3 
Dealing With 
Disgruntled 
Employees
4 Ways You Can Lose  
Your CAD Files

TN
T

TNT

https://www.intermedia.net/assets/pdf/Do_Ex-Employees_Still_Have_Access_to_Your_Corporate_Data.pdf
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Sometimes data loss has nothing to do with espionage or 
theft. There are inherent problems associated with files such 
as corruption or deletion that can cause thousands of dollars 
worth of damage in lost time and revenue. This can happen 
for numerous reasons, many of which are completely random 
and out of your control. 

With traditional file-based CAD, it is estimated that up to 30% 
of a company’s CAD files become corrupt or go missing over 
their lifetime. This can be largely negated if you buy your 
vendor’s expensive PDM add-on product to manage your data, 
but the cost of licensing, administration, and IT infrastructure 
take this out of reach for many companies. 

Therefore, Windows Explorer and network drives are still the 
data management tool of choice for most. So how do 30% of 
files become corrupt or go missing? The most common cause 
for corruption is software crashes while saving data to a file. 
While files don’t really go missing, they are just inaccessible 
due to hardware failures or human error.

4 
Experiencing 
Hardware 
Failure and 
Human Error
4 Ways You Can Lose  
Your CAD Files

https://www.onshape.com/cad-blog/say-goodbye-to-cad-file-checkout-copies
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One of our competitors, SOLIDWORKS®, recently came out with an infographic on 
data loss. Here’s a closer look at the reasons they say CAD files vanish or become 
damaged beyond repair:

Vendors of legacy file-based CAD systems like SOLIDWORKS use this data to convince 
their customers to buy costly PDM add-ons that don’t really solve the problem. As 
long as your CAD data is stored in files, these issues will never completely disappear.

Surprisingly, even with this much data loss, almost half of companies do not backup 
their data regularly. This is mostly due to IT administration, available infrastructure 
and costs. When files do go missing or become corrupt, the trusty backup is the 
first port of call. However, backups can also go wrong with up to half of backup data 
itself becoming unrecoverable. Even if you can recover your lost data, it can take 
several hours to locate and restore the missing files. 

All this adds up to a tidy sum in terms of lost time and potential revenue. 

How much does it cost for your entire project team to sit twiddling their thumbs all 
day waiting for IT to recover the data? Or worse, how many days or weeks does it 
take to start from scratch and recreate all the missing data? 

All of these issues can be moot – if you’re using a database-driven, full-cloud CAD 
system like Onshape.

http://www.solidworks.com/sw/images/content/Other/What-are-the-Real-Costs-of-Losing-Data-Infographic.png
https://www.onshape.com/cad-blog/say-goodbye-to-cad-file-checkout-copies
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Beware of 
Cloud-Washing, 
Hybrid Cloud, and 
“Cloud-Based” Solutions
Many software vendors have recognized the huge potential of the cloud, 
both from a logistics and financial standpoint and for improving customer 
acquisition and retention. However, not all “cloud” systems are created equal.

Some vendors have just taken an old product and slapped the word “cloud” 
all over it – a practice colloquially known as “cloud washing.” Typically, 
these products may have an added cloud-storage element to them, but the 
software itself is still the same old software. It’s still an application that must 
be downloaded, installed and updated like it always has, but may now be 
available to buy and use as a recurring subscription rental. 

As a sweetener, there are usually a bunch of software titles bundled together 
as a “suite,” some of which you will never use. Many traditional CAD vendors 
are doing this, but they still use files and are still subject to all the security 
issues explored in this book. There is nothing new about these products; they 
are the exact same software, rebranded as “cloud.”
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Hybrid cloud and “cloud-based” software applications are no different, 
but these terms are usually associated with newer software (i.e. not 
rebranded). They are still based on fat client software that needs to 
be downloaded, installed, updated and troubleshooted, and still use 
files to store data. But by default, their file storage is in the cloud. 

The third type of “cloud” software is normal desktop-installed 
software hosted on a graphics-streaming service. This is akin to 
logging into a Remote Desktop session on a Windows PC. With these 
applications, you are still responsible for installing and administering 
your software (including uploading it) and your users log in through 
a web browser. The browser captures your mouse and keyboard 
input and the service streams the resultant graphics pixels back to 
your browser with varying degrees of success. Typically, another 
service like Dropbox must also be employed in order to store and 
access the files.

So if the software is good at what it does and satisfies your needs, 
what does it matter?  Well, these products are still installed locally 
on your computer and are file-based, making them vulnerable to all 
of the security issues explored in this book.

Furthermore, since all these half-cloud solutions
require some kind of IT administration, you 
must be prepared to waste several days a 
year downloading, installing, updating and 
troubleshooting every user’s workstation 
and laptop. License administration and data 
management woes just make the situation 
worse. 

Onshape is the first and only full-cloud, database-driven 3D CAD 
system. Since there are no files, you are protected from data loss, 
corruption and theft. In the next few sections, we will discuss what 
puts Onshape in a class of its own.

Beware of
Cloud-Washing,
Hybrid Cloud, and 
“Cloud-Based” 
Solutions
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What is 
Full-Cloud CAD?

Before Onshape was even an idea, the company’s founders each 
had decades of firsthand experience working with engineering 
companies of all sizes and from many different industries. In 
conversations with those companies about how CAD could be 
improved, features were rarely at the top of the list. Nobody really 
complained about not being able to model parts and assemblies 
and create production drawings. The things that really frustrated 
users revolved around CAD administration, CAD deployment, and 
CAD files. 

The number one request for improving CAD was finding better ways 
to share data and collaborate effectively with others.

With advancements in web and mobile technology, the opportunity 
to address those frustrations presented itself. Did the world need 
yet another CAD system? Absolutely not. Did the world need a better 
CAD system that also addresses these frustrations? Absolutely.

Onshape was built from the ground up on a database and full-cloud 
architecture. This is the only way to effectively address the hassles 
and limitations of file-based CAD. A bolt-on capability to an existing 
product would never be as flexible and certainly not as secure as 
Onshape is today. 

So what does the term “full-cloud” mean? It means that Onshape 
is “all-in” with Amazon Web Services (AWS). In layman’s terms, the 
entire CAD system and all your CAD data live in one central place in 
the cloud, hosted by AWS.

https://www.onshape.com/cad-blog/why-we-started-from-scratch-again-in-the-cad-business
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What is 
Full-Cloud CAD?

There are many benefits to being full-cloud:

1. ZERO IT BURDEN – There is no software to download, 
install or update. All you need is a web browser such as 
Chrome, Firefox or Safari. When the software is updated 
(approximately every 3 weeks), every user of Onshape is 
automatically updated at the same time so there is no 
issue with software compatibility between customers 
and suppliers.

2. YOUR CAD DATA DOESN’T TRAVEL ANYWHERE – With 
the CAD system and your CAD data together in the 
cloud, no CAD data (only graphics data) is transmitted 
or downloaded locally on your computer. All operations 
are carried out remotely and the results of your modeling 
actions are displayed in your browser. Even when sharing 
your designs with others, there is no transmission of 
actual CAD data, so your design data remains secure at 
all times.

3. ADDITIONAL CYBERSECURITY MEASURES – By 
using Amazon Web Services, Onshape is the only CAD 
platform that includes integrated security that goes far 
beyond what most companies are able to implement on 
their own. Unlike traditional CAD software that relies on 
a company’s network architecture and IT infrastructure 
to protect CAD data, Onshape offers superior security 
during the full design lifecycle from creation through to 
manufacturing and archiving.
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Securely 
Sharing Your 
CAD Data

Full-cloud CAD is different – there are no files. In Onshape, design data 
is stored in a Document, which is best described as a project-level 
container. Every part, assembly, drawing, image, video, PDF, or any 
other project data can be created or stored within a single Onshape 
Document. This makes sharing project data and collaborating with 
others easy. The unique database architecture of Onshape enables 
multiple people to work on the same Document at the same time, 
even work on the same assembly or even the same part, regardless of 
where they work. 

Anyone, with permission, can access the latest version of your 
design data from anywhere on any device, via a web browser on Mac, 
Windows, Linux or Chromebook and via a dedicated app for iOS and 
Android tablets and phones.

https://www.onshape.com/cad-blog/10-things-you-should-know-about-onshape-documents
https://www.onshape.com/cad-blog/10-things-you-should-know-about-onshape-documents
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Unlike traditional file-based CAD systems that require files to be 
shared by email, FTP or Dropbox (with all their inherent security flaws), 
all Onshape requires is the recipient’s email address. By clicking the 
Share button in Onshape, you are presented with a comprehensive 
share settings dialog with granular permission controls. 

Once another person has been shared into a Document, 
they will receive an email with a link that will take them 
straight to that Document. If they are not currently an 
Onshape user, your Document will be displayed view-
only regardless of the share permissions you set.

Each user or team of users can be 
assigned different permissions for 
each Onshape Document:

“Can Edit” – This permission level gives each shared 
user edit access to that Document. They can add, 
edit and delete any content within your Document, 
essentially having the same permissions as the 
original author. Since every action in an Onshape 
Document is recorded, you do not need to worry 
if somebody else deletes all your hard work. You 
can always restore to an earlier point. If you are 
not all working on the same version of the same 
part or assembly, one way to avoid conflicts is to 
make use of Onshape’s Branching and Merging 
capabilities.

“Can View” – This permission level gives each 
user view-only access to that Document. They can 
view each part, assembly and drawing within the 
Document, move and hide assembly components, 
and take measurements, which is more than 
enough for a supplier to provide a quote.

Securely 
Sharing Your 
CAD Data

https://cad.onshape.com/help/Content/sharedocuments.htm
https://www.youtube.com/watch?v=SzFVMhyrLyo
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In addition to those broad permissions, you can 
also specify more granular permissions:

“Copy” – The recipient can make a copy of your Document. This 
is a complete copy of the entire Document with no link back to 
your original. This permission should only be used if the recipient 
is trusted and has a legitimate reason for copying your Document.

“Link Document” – Onshape enables elements from a Document 
to be inserted into other Documents (like using standard parts in 
an assembly). Unchecking this option will disable this capability.

“Export” – Enables the recipient to export an element from your 
Document in a neutral format such as STL, STEP or Parasolid. If 
“Link Document” is enabled, “Export” will also be enabled.

“Share” – Determines whether the recipient can reshare the 
Document to other users.

“Comment” – Gives the recipient permission to add comments to 
the Document. This is a good way to communicate with suppliers, 
so this option should remain checked.

Securely 
Sharing Your 
CAD Data
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Since the Document you are sharing never actually leaves Onshape’s 
servers, sharing is both instantaneous and secure. You can also change 
a user’s permissions at any time. For example, if you are sharing a 
Document with a supplier for quoting purposes you can share as “Can 
View” with “Comment” enabled.

If you decide to go ahead with that supplier, you can change their 
permissions to include edit or export capabilities. Or if you decide that 
the supplier is not a good fit, press the “x” button next to their name and 
their permissions are instantly revoked. 

Instant means instant. Even if they are currently viewing your Document, 
they will be immediately disconnected. Sharing Documents in Onshape 
is the most secure way to communicate your intellectual property 
without sending uncontrolled copies of files. 

Data communicated between Onshape’s cloud servers and each user’s web browser or mobile device is 

always encrypted. However, if Documents are shared with users who have malicious intent, they could 

(by manual or automated means) reproduce your Document’s data for their own purposes irrespective of 

the permissions you assign. For example, Onshape cannot prevent recipients from taking screenshots, 

nor can Onshape prevent attempts to reverse engineer that information. 

As with all important company or personal data, Onshape recommends that you exercise caution 

at all times when sharing and that you limit permission levels to the minimum ones necessary. In 

highly sensitive situations where you are concerned about the behavior of the recipients, you should 

consider copying the data to another Onshape Document, defeaturing the data, sharing the data in only 

a tessellated format (such as STL), or use other techniques to remove detailed information. This, of 

course, is no different or worse than sending copies of CAD files or using proprietary viewing software.

 A Note on Minimizing Risk

Securely 
Sharing Your 
CAD Data

https://www.onshape.com/cad-blog/petrak-industries-onshapes-sharing-feature-saved-a-major-client-5-weeks-in-design-time
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What’s the difference between an Onshape Public Document and an 
Onshape Private Document?

Public Documents can be browsed, opened and copied by anyone 
with an Onshape account. However, they cannot be edited unless 
you have shared your Document with a specific person and granted 
him or her edit permissions. This is a great way to run an open source 
design project. Whether your Document is public or private, you can 
invite as many public Onshape users as you wish to contribute to 
your project and they can all work on your Document at the same 
time. 

Another use for Public Documents is to share your designs for 
use in other users’ Documents, such as standard parts. If you are 
a component supplier, why not make your designs public so that 
everyone can use them? The easier it is for users to find a part from 
a supplier and incorporate it into their designs, the more likely they 
will buy those products when it’s time for manufacturing.

If you have a paid Onshape Professional subscription, you can create 
unlimited Private Documents. These Documents remain private to 
you and can only be seen by you unless you specifically share it 
with somebody else. This also applies to Onshape employees – no 
person can view or access your Document without your permission. 
To share your Document with Onshape Support, click the button 
in the Share dialog. If your subscription should expire, all of your 
Documents will become view-only, but they are still only visible to 
you and you can export them in a neutral file format if you wish. Once 
your subscription is active again, your Documents will be available 
for editing. At no time will any of your Private Documents become 
Public without your approval.

Understanding Public 
Versus Private Documents

If you see this globe symbol 
on your Onshape Document, 
it means it is public. 
No globe means private.

https://www.onshape.com/cad-pricing
https://www.onshape.com/signup/real-time-deployment-and-access
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In addition to the built-in security that Amazon Web Services provides, Onshape delivers its own extensive 
protections. This includes multiple security measures on the client side that companies can use to protect 
access to data – and also in the backend systems to prevent security breaches and data loss. 

Unfortunately, risks from external attacks (phishing scams, malware, ransomware) are on the rise for all 
businesses. To counter these always-evolving security threats, Onshape employs a dedicated security team 
whose sole job is to protect your data. This is more resources than most companies can dedicate themselves 
for protecting their CAD data. Onshape’s agile development process and full-cloud architecture enables 
emerging security vulnerabilities to be addressed within hours instead of waiting months or years for software 
updates (as one would with traditional CAD vendors). 

As employee and vendor relationships change, additional security concerns over data access may surface. It 
is here where Onshape’s real-time analytics and controls – as well as the ability to immediately revoke data 
access – especially shines.

For starters, here are 8 ways Onshape helps you better protect your intellectual property. While no one 
precaution will deter hackers hellbent on breaking into your system, Onshape’s multiple layers of safeguards 
are likely a sharp improvement over your current CAD security measures.

Onshape Security Overview

https://www.onshape.com/cad-blog/enhancement-requests
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1 
Password 
Protected Access

Before anybody can access your data, they must have valid login credentials: 
an email and a password. All passwords are subject to minimum complexity 
requirements and cannot be any of the 5 most recently used passwords. 
In addition, 5 invalid login attempts will block access to that account for 
30 seconds. This prevents “brute force” password attacks, where hackers 
systematically try all possible passwords and passphrases until the correct 
one is found. 

When Onshape is setup as a Company with multiple users, adding and 
removing team members is simple. When a new employee or contractor 
starts, they can be up and running in Onshape in minutes. All that is required 
is for your system administrator to add their email address to the list of 
users. An invitation to join Onshape is sent to the new user and all they need 
to do is create a password for their new account. 

When an employee leaves, a contractor’s term expires or a team member 
moves on to another project, revoking their access to your CAD data is just 
as simple. Go to the list of users and click the “x” next to their name. That’s it, 
you’re done! Their login credentials have been revoked. With traditional CAD, 
you can change the system password, but you have no idea if they made any 
copies of your data before they left.

Onshape never stores customer passwords in the clear. Onshape uses strong, 
one-way, cryptographic hash functions so that even if the internal password 
storage is compromised, the original passwords cannot be recovered.

Compare that to a traditional desktop-installed CAD system, where the 
process can take days or even weeks. Typically, you would have to:

Get a purchase order and send that to your Value Added Reseller

Wait until they process your order and request a license code 
from the vendor

Source new hardware powerful enough to run 3D CAD

Build the new hardware with virus protection and other security 
measures

Download, install, and setup the CAD system and PDM software

Ship the hardware to its intended user

Onshape Security Measures

YOUR
ORDER $

**** - **** - **

installing...

DAY1

DAY14

https://www.onshape.com/cad-blog/introducing-onshape-companies
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2 
2-Factor 
Authentication

In addition to password protection, each user can enable an extra layer 
of security on their account called 2-factor authentication (2FA). This is 
an additional safeguard that can be used in case your login password 
has been compromised (which could be as simple as somebody looking 
over your shoulder as you log in). When 2FA is enabled, each user must 
enter a 6-digit code generated from a smartphone app like Google 
Authenticator. 

This code changes every 30 seconds, so even if an attacker obtained 
your password and your 2FA code, they would only have 30 seconds 
to use it. You can configure your account to not ask for your 2FA code 
on a trusted computer for 30 days. This strikes a nice balance between 
security and convenience. If you were to lose your phone, you can use 
the recovery codes that were generated at the time of setup (that you 
should keep in a safe place) or contact Onshape Support.

Onshape Security Measures
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3 
Database Backup 
Procedures

4 
Dedicated Servers

5 
Communications 
Security

Onshape’s databases are replicated across multiple, geographically 
separated data centers. Your data is replicated in a matter of milliseconds 
as you work. In addition, all of Onshape’s databases are backed up every 
3 hours. Data is restored from these backups and subjected to integrity 
tests on all Documents at least every 3 weeks. Even if you accidentally 
deleted a Document and emptied your trash, you could contact Onshape 
Support to get it back.

All the hundreds of servers that comprise the Onshape service only 
do one job – run Onshape. Only software that is needed to provide the 
Onshape service is installed on these virtual servers and it is all done 
by automation. These servers are replaced regularly, sometimes within 
hours, to ensure all the Onshape services are running the same versions 
of each software component. More servers are automatically added 
when demand for the Onshape service is high.

Your design data never leaves Onshape’s secure data center. Your 
browser or mobile client only receives tessellated (and encrypted) 
visual approximations of your design, so no usable information is ever 
physically stored on your computer. Additionally, Onshape accounts can 
be configured so that the user has no ability to translate or export CAD 
data.

Onshape requires HTTPS for all services, including the public website 
and Onshape Forums. The details of this implementation (certificates, 
certificate authorities and supported ciphers) are regularly audited. 
Automated tools test Onshape’s live servers for susceptibility to new 
and existing SSL/TLS vulnerabilities. HSTS is used to ensure browsers 
interact with Onshape only over HTTPS.

Onshape Security Measures

https://forum.onshape.com/
https://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
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7 
Security Testing

8 
Additional Security 
Measures By AWS

Onshape’s servers are continuously penetration tested by a third-party 
service that employs a global team of professional security researchers. 
These researchers are paid to find and report security vulnerabilities. 
This security testing is ongoing and continually validates the stream of 
Onshape’s service updates against existing and newly discovered threats. 
Onshape logs all server activity and audits all user and administrator 
access. Every transaction is recorded for later analysis and threat 
detection. All security issues are investigated and resolved rapidly.

In addition to the best possible cloud data security available, Amazon Web 
Services data centers are housed in nondescript facilities with physical 
access strictly controlled at both the perimeter and building ingress 
points by professional security staff (armed guards) utilizing video 
surveillance, intrusion detection systems, and other electronic means. 
AWS only provides data center access and information to employees 
and contractors who have a legitimate business need for such privileges. 
Authorized staff must pass two-factor authentication a minimum of two 
times to access data center floors and all visitors and contractors are 
required to present ID and are continually escorted by authorized staff. 
See this whitepaper for more details about AWS security and service 
continuity measures.

While AWS has been used by many US government agencies for a 
few years, it has recently achieved authorization for US Department of 
Defense SRG Impact Level 5 workloads. The security technologies used 
by AWS for these government agencies is fundamentally no different 
than those used on their public clouds. 

6 
Encryption

Onshape protects all design data using strong cryptographic cipher 
suites and encrypted storage with AES-256. All data is encrypted when 
stored (at rest) and during communication between Onshape’s servers 
and your client computer or device (in transit). Communication between 
internal compute servers and internal databases holding your design 
data uses SSL/TLS.

Onshape Security Measures

https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://www.theatlantic.com/technology/archive/2014/07/the-details-about-the-cias-deal-with-amazon/374632/
https://aws.amazon.com/it/blogs/publicsector/amazon-web-services-achieves-dod-impact-level-5-provisional-authorization/
https://aws.amazon.com/it/blogs/publicsector/amazon-web-services-achieves-dod-impact-level-5-provisional-authorization/
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Onshape Security Measures

This list of security protocols is just the tip of the iceberg. Even if a hacker were to successfully 
compromise your data on Onshape’s servers, they would never be able to use it. Why? Because 
that data is encrypted and formatted so that only a full instance of the Onshape production 
software (which comprises multiple systems and services spread across multiple servers) 
can be used to make sense of it. 

In order for those hackers to be able to use your data, they would not only have to make 
a copy of all these software components from all the different servers (including locating 
these servers and bypassing the security that protects them), but also be able to recreate the 
exact configuration of each of those servers and connect them in the exact same way as the 
production version of Onshape.

While nothing is technically impossible, it is entirely improbable. Your data is in the safest 
place with Onshape. 

Securing the Future of Your CAD Data

If you already use a traditional desktop-installed 3D 
CAD system, many of the file-sharing and security 
issues explored in this eBook will be familiar to you. 
By making Onshape your primary CAD tool or by 
using it side-by-side with your current system, you 
can dramatically reduce the possibility of data loss 
or theft, and prevent colleagues and suppliers from 

working on the wrong version of your design. That’s in 
addition to all the other benefits of full-cloud CAD!

https://www.onshape.com/navigating-design-projects-in-a-multi-cad-world


Start your next project with an                          Professional 
Trial and experience the difference yourself:

Request an Onshape Professional Trial today
to test Onshape’s unique built-in data management and sharing capabilities.

REQUEST A TRIAL

Instant CAD Access From Anywhere – Onshape runs on any 
computer, tablet or phone (iOS or Android). You are no longer 
tied to the one computer connected to your CAD license.

Part Studios – Design multiple parts together with robust 
references in the same Document. Because Onshape 
allows multiple parts to share sketches and features, 
new levels of efficiency can be realized by building and 
editing parts together.

Assemblies – Use a modern approach to building 
assemblies. Higher-level mates enable users to build 
assemblies with one-third the mating relationships of 
traditional desktop-installed CAD. Onshape assemblies are 
easier to build, manage and edit.

Instant Sharing – Collaborate with internal and external partners 
in real time without copying or sending files, unintentionally risking 
your IP. Have the ability to instantly revoke individual project access 
when desired.  

Branching Designs – Test multiple design scenarios through separate 
branches and later choose to merge the best features. 

Managed In-Context Editing – This powerful feature edits parts within the context 
of assemblies to ensure fit and function. In-Context Editing helps designers avoid broken 
3D models commonly experienced by traditional CAD users whenever a part is changed or deleted.

Simultaneous Sheet Metal – Featuring simultaneous and synchronized flat, folded and tabular views, 
these unique design tools enable CAD users to visualize errors and interferences immediately, consider 
alternatives and ultimately, reduce scrap and wasted time.

Integrated Cloud Engineering Apps – The Onshape App Store includes a full menu of essential engineering 
tools – CAM, Rendering, Simulation, etc. – each with the same cloud-enhanced productivity as Onshape.

https://www.onshape.com/try-onshape
https://www.onshape.com/try-onshape
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